[image: image1.jpg]



[image: image2.jpg]Geiomabie Focorss





[image: image3.jpg]SAND CREEK GROUP, L TD.

RESOURCES WITHOUT BARRIERS






	

	

	
	

	
	Make It Difficult For Identity Thieves
 by Michelle Pastor, Accredited Financial Counselor & Identity Theft Specialist 
  (From The Sand Paper, Fall 2006 edition)

	
	



	

	
	
	
	





























Suzie Collins was in over her head financially. She was barely able to make ends meet in the last six months and was getting further and further behind in paying her bills. She had tried to refinance her home, but was denied by her bank and other mortgage companies. She even considered taking out a consolidation loan, but couldn’t find a lender willing to work with her. At last, she found a lender that promised they would help her even though she had poor credit—she just needed to fill out an application and her problems would be solved.





After Suzie submitted the application, she never heard from the lender again. In fact, the “lender” wasn’t really a lender at all, just an identity thief posing as a lender. This is just one of the creative ways that an identity thief can heist a victim’s identity. 





Identity theft is one of the fastest growing crimes in the U.S., but you can reduce your chances of becoming a victim by taking the following steps:





Take control of your finances. Your chances of becoming a victim increase with the amount of debt you have. That’s because someone with financial problems is much more likely to unknowingly give their information to an identity thief posing as a lender. To get your finances under control, you can get free help by calling your Employee Assistance Program at 1.800.632.7643 and asking to work with a financial counselor.





Know the billing cycles of your credit cards. If your credit card statement is more than a day or two late, call your credit card company and verify the last few charges. An identity thief may have changed the mailing address that you have on file with your creditor so that you won’t notice any fraudulent charges for awhile.





Close out approved but untapped credit. If an identity thief gets hold of your Social Security number, he can pull a credit report listing your account numbers, change your mailing address and max out your cards.





Check your credit report for mistakes and phony accounts. A great place to get your free report is at www.annualcreditreport.com or call toll-free 1.877.322.8228. This one website will let you get your free annual credit report from each of the three credit reporting bureaus. The best way to keep tabs on your credit report year round is to rotate your requests from the credit bureaus every four months. For instance, go to www.annualcreditreport.com this month and request a credit report from Experian. In four months go back to the same website and request your credit report from Equifax and four months later, request your credit report from Trans Union. This way, each credit report will be free and you will be able to keep an eye on your credit file throughout the year. 





Remembering when and which credit report can be difficult, but there’s a website that makes it easy—and it’s free, too! www.mytrust.com is a new and unique service that keeps track for you and sends you an e-mail reminder when it’s time for you to request the next credit report.
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Do not give out personal information to companies you don’t know, especially over the phone. Another popular scam is where an identity thief claims to be an employee of your bank or credit card company. You give out your bank account or credit card account number, and that is all they need to wreak havoc with your identity. Always be cautious and don’t give out any information unless you call the phone number that you have on record for your financial institution.





Shred information with account numbers, and social security numbers. Some identity thieves will stop at nothing to get your account numbers. A cross-cut shredder provides the most protection and should be used on any statement from a financial institution.





Don’t leave mail in your mailbox overnight. Identity thieves can remove the payee’s name from your check and replace it with their own name. They can also use the credit card account numbers from statements that they find in your mailbox to make purchases on your credit cards.





Use credit cards rather than debit cards to make purchases on-line. Your liability for a fraudulently used credit card is a maximum of $50, but if an identity thief gets hold of your debit card, you may end up paying a lot more than $50. If you don’t report a debit card for more than 48 hours after it’s stolen, you may be responsible for the first $500 in fraudulent charges. When traveling or making purchases on-line, use a credit rather a debit card.





Safeguard your checks. When you order checks, have them delivered directly to your bank and pick them up from there. This way they won’t sit in your mailbox for someone else to find. Another step is to have your first initial and last name printed on the checks. If your full first name is not immediately available, an identity thief has less of a chance signing the correct name if he steals your checks.





Opt out of pre-approved offers of credit. Reduce the junk mail you receive by visiting the Direct Mail Association’s website at www.the-DMA.org. 





If you become a victim of identity theft, you may be overwhelmed by all the steps you need to reclaim your identity. A great resource for identity theft victims is www.mytrust.com and it should be up and running by press time. It creates a personalized plan complete with e-mail reminders to lead the victim step-by-step through the process of straightening out the mess that identity thieves left behind.





If you are a victim of identity theft, would like to boost your credit score or have any other financial issues, free financial counseling is available through your Employee Assistance Program by calling 1.800.632.7643.















































The Sand Paper is a quarterly newsletter produced by Sand Creek Group, Ltd.  











Sand Creek clients and customers are welcome to reprint this article. All others must first request permission by contacting:





Sand Creek Group, Ltd.


610 N Main Street #200


Stillwater, MN  55082





651-430-3383


888-243-5744





www.sandcreekeap.com


info@sandcreekeap.com











Sand Creek’s Employee Assistance Programs (EAP) are designed to address employees' personal and work-related problems with care and confidentiality. For more information on EAP services, please contact Sand Creek.
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